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Care2 Discloses Breach; Company Has Nearly 18 Million Members 

Care2, a website that promotes a variety of political causes and encourages users to take action 

to support them, reported a hack at the end of the year. Care2's disclosure reads, in part: 

"We have discovered that Care2.com servers were attacked, resulting in a security breach. The 

hackers were able to access login information for Care2 member accounts. Our team has 

worked to secure Care2.com against this type of attack from recurring. 

Read More 
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Feds Bust $2 Million Fraud Scam 

U.S. federal authorities have indicted 55 suspects for their alleged involvement in an identity-

theft and financial crime ring that used insiders at banks, a non-profit institution, a high-end car 

dealership and a real-estate management company to steal personally identifiable information 

from more than 200 individuals and organizations.  

According to charges filed by the Manhattan District Attorney, stolen names, dates of birth, ad-

dresses, Social Security numbers and financial information were used through a variety of 

schemes to defraud victims and financial institutions. 

Read More 

Hackers reveal personal data of 860,000 Stratfor subscribers 

A computer hacking group has revealed email addresses and other personal data from former 

Vice President Dan Quayle, former Secretary of State Henry A. Kissinger, and hundreds of U.S. 

intelligence, law enforcement and military officials in a high-profile case of cyber-theft. 

The unauthorized release of account information for 860,000 subscribers to Stratfor, a Texas-

based company that provides analysis of national and international affairs, makes it possible to 

identify some subscribers and, in theory, impersonate them in cyberspace, analysts warned. 

Read More 

Hospital turns away patients after "virus" disrupts network 

A US hospital had to turn away patients last week after being hit by a “virus” infection that 

downed the institution’s network and sent staff back to using paper records. The unidentified 

malware started to cause problems for the Gwinnett Medical Center in Lawrenceville Georgia 

last Wednesday and got progressively worse until the hospital was forced to divert all non-

emergency admissions to other medical centres. 

Read More 

http://isc.sans.org/
http://www.internettrafficreport.com/wa.gif
http://www.uc.edu/infosec/
http://www.darkreading.com/authentication/167901072/security/attacks-breaches/232301315/care2-discloses-breach-company-has-nearly-18-million-members.html
http://www.dailynews.com/news/ci_19641249
http://c5.zedo.com/ads2/f/1044151/3840/172/0/305008303/305008303/0/305/349/zz-V1-425x600New.html?a=s%3D349%3Bg%3D172%3Bm%3D49%3Bw%3D38%3Bu%3DhO8FT4mB4V0uulJYv9C5UZnU~010512%3Bi%3D0%3B;l=;p=;t=1325773746
http://news.techworld.com/security/3324420/hospital-turns-away-patients-after-virus-downs-network/
https://webapp.iss.net/gtoc/index.html
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“Let us not 

look back in 

anger or 

forward in fear 

but around in 

awareness”  

- James 

Thurber 

California Hospital Admits to Insider Data Breach 

A former employee at Loma Linda University Medical Center (LLUMC) in California allegedly 

took private medical records of 1,336 patients, the hospital admitted recently. 

Read More 

E*Trade Australia hit by hackers 

Despite earlier denials that the bank had been victimised by hackers, ANZ Banking Group Ltd 

has how admitted that its online broker E*Trade Australia experienced a security breach over 

the Christmas holidays that saw some of its overseas customers unable to access their ac-

counts online for over a week, according to a report by the Australian Financial Review. 

Yesterday, ANZ spokesman Stephen Ries said that E*Trade had “experienced some malicious 

activity that impacted the performance of the website before Christmas.” 

Read More 

Dallas convicts no longer shred confidential data 

Dallas County's little-known community service program which lets convicted criminals sort and 

then shred confidential documents and personal information has come to an end after News 8 

questioned the practice. For more than a decade, parolees and probationers had been working 

off community service hours by destroying thousands of sensitive documents — including psy-

chiatric exams of juveniles, copies of Social Security cards, birth certificates, court records, drug 

tests, and even medical records. 

Read More 

SQL injection attacks 1.07 million sites 

`Lilupophilupop.com’ SQL injection attack has now compromised more than a million sites. 

Imperva comments and says the fact that the number of site comprises has soared in just a few 

weeks highlights the issue that SQL attacks are still a major problem for companies hosting 

Web sites and their users. 

 

According to Rob Rachwald, Director of Security Strategy with the data security specialist, SQL 

injection is now the most pernicious vulnerability in human computer history. 

Read More 

Saudi Hackers Post Israeli Credit Card Numbers Online 

A group of Saudi hackers dubbed Group-XP claimed on Monday to have posted the personal 

information of nearly half a million Israelis online, though credit card companies said the number 

of compromised records is actually much lower. 

Read More 

http://www.infosecurity-magazine.com/view/22967/california-hospital-admits-to-insider-data-breach-/
http://www.businessspectator.com.au/bs.nsf/Article/ETrade-Australia-hit-by-hackers-pd20120104-Q7RKV?opendocument&src=rss
http://www.wfaa.com/news/national/After-a-decade-Dallas-convicts-no-longer-shred-confidential-data-135354223.html
http://www.dailynews.com/news/ci_19641249
A%20group%20of%20Saudi%20hackers%20dubbed%20Group-XP%20claimed%20on%20Monday%20to%20have%20posted%20the%20personal%20information%20of%20nearly%20half%20a%20million%20Israelis%20online,%20though%20credit%20card%20companies%20said%20the%20number%20of%20compromi
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Providence Holy Cross Medical Center officials are investigating an employee who allegedly 

posted a patient's medical information on his Facebook page, apparently to make fun of the 

woman and her medical condition. 

Read More 

Hospital employee allegedly makes fun of patient's medical condition 

on Facebook; officials investigating 
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Another year, another Telstra privacy slip 

Telstra, which hasn’t yet gotten over the privacy breach that required 60,000 password resets in 

December, has suffered another embarrassment involving customer data.Telstra, which hasn’t 

yet gotten over the privacy breach that required 60,000 password resets in December, has suf-

fered another embarrassment involving customer data. 

Read More 

AntiSec dumps e-mail and contact info for NYS law enforcement 

groups – but which? 

As noted New Year’s Eve, members of the #Anonymous #AntiSec collective welcomed 2012 by 

dumping data from law enforcement-related organizations on both coasts. 

Read More 

Ramnit Worm Goes After Facebook Credentials 

A pervasive worm has expanded its reach to now steal login and password details for Facebook 

users, warned security vendor Seculert, which found a server holding 45,000 login credentials. 

The worm, called Ramnit, infects Windows executables, Microsoft Office and HTML files, ac-

cording to a profile published by Microsoft. It steals user names, passwords, browser cookies 

and can also function as a backdoor, allowing a hacker to do other malicious actions on an in-

fected computer. 

Read More 

ñThe more important question is not, 'Why would someone hack us?' but, 'Am I vulnerable 
enough to be selected as a target?'ò 

Tom Thomas 

Spammers are targeting Facebook and Twitter users, who increasingly turn away from e-mail 

and use social media sites for communication. 

Read More 

Facebook, Twitter Battle Spammers 

6 Worst Data Breaches Of 2011 

A new report from the Privacy Rights Clearinghouse (PRC) notes 535 breaches during 2011, 

involving 30.4 million sensitive records. But that's just a conservative estimate, since not all data 

breaches see the light of day. 

Read More 

http://c5.zedo.com/ads2/f/1044151/3840/172/0/305008303/305008303/0/305/349/zz-V1-425x600New.html?a=s%3D349%3Bg%3D172%3Bm%3D49%3Bw%3D38%3Bu%3DhO8FT4mB4V0uulJYv9C5UZnU~010512%3Bi%3D0%3B;l=;p=;t=1325773746
http://www.dailynews.com/news/ci_19641249
http://www.dailynews.com/news/ci_19641249
http://www.pcworld.com/businesscenter/article/247337/ramnit_worm_goes_after_facebook_credentials.html
http://www.forbes.com/sites/mobiledia/2012/01/05/facebook-twitter-battle-spammers/
http://informationweek.com/news/security/attacks/232301079
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Will your antivirus software catch the latest malware that just came out today? In most 
cases, no, because it simply does not know how to detect it yet. But ThreatFire's Ac-
tiveDefense technology does, and has proven to provide up to 243% more protection 
when combined with traditional AntiVirus products. 
 
ThreatFire's patent-pending ActiveDefense technology offers protection against all 
types of internet threats - both known and unknown - spyware, adware, keyloggers, 
viruses, worms, Trojans, rootkits, buffer overflows, and other malware. ThreatFire uses 
its unparalleled protection to hunt down and paralyze those threats that are either too 
new or too clever to be recognized by traditional "signature-based" antivirus software. 
 
Download Here 

UC Office of Information Security 

51 Goodman Dr 

Suite 132/134 

Cincinnati, OH 45221 

Phone:513-558-ISEC 

UCit Helpdesk: 513-556-HELP 

E-mail: infosec@uc.edu 

Don’t Miss Another Issue 

ThreatFire™ AntiVirus 

SECURITY  
TOOLBOX 

Security Events Schedule  

January 
 
27-29         ShmooCon 2012                                              Washington, D.C. 
 
February 
 
5-8             NDSS Symposium 2012                                      San Diego, CA 
 
7-9      ACM Conference on Data and Application 
                  Security and Privacy      San Antonio, TX 
 
27-Mar 2    RSA Conference 2012                                   San Francisco, CA                                                 
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http://www.threatfire.com/
http://listserv.uc.edu/cgi-bin/wa.exe?SUBED1=ucinfosec-su&A=1
http://www.uc.edu/infosec/AlertArchive.htm
http://www.uc.edu/infosec/AlertArchive.htm

