IT@UC Office of Information Security

Data Classification and Data Types
Export Control

» Information or technology that is labeled with any versions of the following:
Export Controlled, ITAR USML category, EAR CCL ECCN, 22 CFR 120-
125,15 CFR 730-774, 10 CFR part 810

» Any information or technology that is classified as export controlled

» Any information or technology that you believe may be export controlled,
must be controlled as such until a review from the UC Export Controls Office
is complete

Breaches must be reported to the unit head, who will forward information to
information security,

Social Security Number, Driver’s License Number, State ID Card Number
Financial Account Number, Credit/Debit Card Number

Electronic Stored Biometric Information

Protected Health Information (HIPAA)

Data from Human Subject Research

Transcripts, 1ISO Number

Data deemed highly sensitive by the University
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Controlled

Breaches must be reported to the unit head, who may forward information to
information security.

» Graded work, grade books, etc.

» Data from research germane from intellectual property

» Data whose integrity must be maintained

» Other data designated by the university

Public .

This data requires no confidentiality protection
» Data that is readily available to the public
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